5 Ik Jurnal E-Komtek
Vol. 9, No. 2. (2025) pp. 593-600
https://jurnal.politeknik-kebumen.ac.id/index.php/E-KOMTEK
p-ISSN : 2580-3719 e-ISSN : 2622-3066

Mechanical Hazard Simulator of PLC-Based Automation Technology According
to ISO 12100

Nur Muhammad Malikul ’Adill, Rian Dwi Aji Saputro?, Firdaus Ashari?
123 Department of Mechanical Engineering, Politeknik Negeri Subang, Indonesia, 41285

nur.malikuladil@polsub.ac.id

d. https://doi.org/10.37339/e-komtek.v9i2.2834

Published by Politeknik Piksi Ganesha Indonesia

Abstract
Artikel Info  Automation technology is expected can enhance productivity, reduce unnecessary cost,
Submitted: and avoid the potential upcoming accidents. However, many automation machineries
04-12-2025 don’t fulfil safety requirements and have no third party safety certification. This situation
Revised: requires internal risk assessment as a gate before technology deployment in order to reduce
08-12-2025 potential hazardous events. This research applies internal risk assessment of
Accepted: Programmable Logic Controller (PLC)-based automation technology according to ISO

12-12-2025 12100. Mechanical hazard simulator is built to describe the potential hazard and estimate

Online first: risk level. Alternative solutions for technology retrofit is selected and built to reduce risk

31-12-2025 level. At the end of the research, risk level comparison is presented as the evidence of risk
level reduction.
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Abstrak

Teknologi otomasi diharapkan mampu meningkatkan produktivitas, mengurangi biaya
yang tidak diperlukan, dan mencegah potensi kecelakaan kerja di massa depan. Namun,
banyak mesin otomasi tidak memenuhi persyaratan keselamatan kerja dan tidak memiliki
sertifikasi dari pihak ketiga. Situasi ini mensyaratkan analisis resiko secara mandiri oleh
pengguna mesin untuk mengurangi resiko kecelakaan kerja. Penelitian ini menerapakan
analsisi resiko kecelakaan kerja secara mandiri untuk teknologi otomasi berbasis PLC
berdasarkan ISO 12100. Simulator bahaya mekanik dibuat untuk menggambarkan potensi
kecelakaan kerja dan mengestimasi level bahaya. Alternatif solusi untuk modifikasi
teknologi dipilih dan dikembangkan untuk mengurangi level bahaya. Pada akhir
penelitian, perbandingan tingkat bahaya, sebelum dan sesudah modifikasi teknologi,
disajikan sebagai bukti adanya penurunan level bahaya.

Kata-kata kunci: Penilaian Bahaya, Tingkat Bahaya, Programmable Logic Controller, Modifikasi,
ISO 12100
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1.  Introduction

Automation is one of the most important instruments in industrial revolution 4.0 [1]. It has a lot of
purposes, one of them is to increase the level of safety [2]. In order to run automation machinery safely,
there must be alignments for three main elements; people, technology, and process [3]. Aligning these
instruments aims to let people operate automation machine safely for specific purpose to enhance
productivity and reduce unnecessary cost, especially for medical treatment or any indirect cost when an
accident occurred during operation [4]. Accident rate in Indonesia goes up from 370,747 cases in 2023 to
462,241 cases in 2024 [5]. Around 88% of accidents occurred due to unsafe activities, and 12% because of
unsafe condition [6]. Unsafe activities frequencies can be reduced by giving training, proper warning sign,
and providing adequate personal protective equipment (PPE) [7-9], while unsafe condition can be
evaluated by observing the environmental situation.

To avoid future potential accidents, upcoming automation technology must be certified before it is
deployed to industry or academia. However, many automation machines don’t fulfil safety requirements.
They don’t have any third party certification due to expensive costs, which means the machines still
possess unknown potential hazards and not allowed to be operated. Therefore, internal risk assessment
need to be performed as the first gate for automation technology deployment [10-13]. There are five
established hierarchies for risk assessment, it can’t jump on into the lower level without ensuring the

possibility of implementing higher one first., as shown in Figure 1 [14].

Top Hierarchy -
(Most effective)

Elimination or Hazard elimination
Substitution Material substitution
2 Engineering Control Adding Device
3 Warning Sign Put warning sigh
4 Training Safety training

5 Perspnal Protective Mask, gloves, safety
Equipment shoes

Figure 1. Safety hierarchy

Elimination or substitution hierarchy mostly can’t be performed because it is the main product
function of automation technology, for instance auto cutting machine. Cutter can’t be eliminated or
separated from the automatic cutting machine components, even people may get injured because of it.
Engineering control, as second hierarchy need to be evaluated before moving to the lower ones. To
evaluate risk level of automation technology, ISO 12100 provides the standardized hazard types, risk level

calculation, and steps that can be followed sequentially [15].
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This research applies internal risk assessment of automation technology with Programmable Logic
Controller (PLC) controller based on ISO 12100. PLC-based automation is chosen because it is one of the
most common control system used in industrial automation [16-18]. Prototypes of PLC-based automation
technology is built to simulate the potential upcoming accidents, estimate risk level, and predict the
necessary additional devices to be installed in order to reduce risk level. Retrofit technology might be
necessary to reduce the risk level. At the end of this research, new risk level of retrofit simulator is

presented as the evidence of risk level reduction.

2. Method

This research comprises three main activities, design and fabrication of hazard simulator, retrofit

simulator, and risk level estimation, as presented in Figure 2.

Start

Hazard simulator design

l

Initial risk matrix

l

» Hazard simulator retrofit

l

New risk level prediction

Figure 2. Research flowchart

2.1 Hazard simulator

Hazard simulator is expected can represent the mechanism of automation machine that refer to
existing common process, and its hazardous event which follows ISO 12100. Based on previous well
established automation machinery, such as auto printing machine, auto cutting machine, auto packaging
machine, auto removing machine, all those machines have three common sequences; loading, main

process, and offloading [19-23], as illustrated in Figure 3.

Loading T—> | Main Process | Offloading

Figure 3. Research Flowchart
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Actuators are necessary to be determined in order to perform loading, main process, and offloading.
Pneumatic cylinder is selected as actuator because it produces reciprocating linear motion with simple
design and construction [24]. Simulator hazard is also required to simulate one of standardized hazardous
event presented in ISO 12100 table B.2. Mechanical hazard is selected as study case because this mechanism
is always occurred in every machinery, either for rotating equipment or reciprocating linear devices.

Figure 4 describes selected hazardous event to be simulated.

Origin Origin

moving elements approach of a moving
Potential consequences element o a fixed part

- crushing Potential consequences
- impact - crushing

— shearing - impact

Figure 4. Mechanical Hazard [15]

2.2 Risk Matrix

Risk matrix determine the machinery safety level. It consists of four considerations, severity of harm
(S), frequency of exposure (F), Probability of occurrence of the hazardous events (O), and possibility of
avoiding hazardous events (A). SFOA are mapped, then generate specific risk level. Red sign indicates
high risk, yellow one shows medium risk, while the green one provide low risk or safe zone, as defined
in Figure 5 [10]. Initial risk level and retrofit risk level are measured and compared to prove the risk level
goes down after technology retrofit.
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Figure 5. Defining Risk Matrix [10]
2.3  Retrofit

Retrofit in safety is defined as modification of existing technology by adding devices to reduce the

risk level. Retrofit is necessary for automation machines with risk level medium or high. Previous
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researches performed two types of additional safety devices, separating equipment, which is usually called
as safety fence [25], and non-separating, such as safety radar to identify object at specific radius [26] , and
safety light curtain that utilize sensor and reflector devices to recognize the objects [27-29]. These three
types of devices that are most commonly used as safety devices are compared, and the selected one need

to be installed for technology retrofit.

3.  Results and Discussion

Risk level of established simulator design is evaluated as initial risk level; then additional device is
installed in order to reduce risk level. Comparison of retrofit risk level and initial one will be validated by
direct experiment. If experiment works well, then the method is valid and can be proliferated for other
types of hazard for future research.
3.1 Hazard simulator design and construction

Established simulator design comprises four design requirement and objective (DR&O); PLC as
control system, pneumatic cylinder as actuator, represents mechanical hazards, and consists of three

mechanisms; loading, main process, offloading. Figure 6 shows the design of simulator.

- cylinder for loading parts
- cylinder for main process

cylinder for offloading parts

Figure 6. Mechanical Hazard Simulator

3.2 Initial risk level
The initial risk level is determined by mapping the SFOA elements presented in Figure 5. Each
potential hazardous events described in Figure 4 need to be evaluated. Table 1 presents the risk level of

each mechanical hazard potential accidents.

Table 1. Initial risk level
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Process Mechanical hazard Risk level
Loading Crush & impact Medium risk
Main process Crush & impact Medium risk
Offloading Crush & impact Medium risk

3.3 Hazard simulator retrofit

Available retrofit options to reduce risk level need to be compared from some consideration points,
such as cost, simplicity, and ease of integration. Based on the considerations presented in Table 2, the most
affordable option is the safety fence. Figure 7 illustrate safety fence integration to the hazard simulator.

Table 2. Comparison of retrofit options

Retrofit options Cost Simplicity Easy to be integrated
Safety fence Cheap Medium Easy
Safety light curtain Expensive Simple Medium
Safety radar Very expensive Simple Medium

Figure 7. Safety fence cover and hazard simulator

3.4 New Risk Level
Risk level after retrofit is derived to ensure new risk level is in the safe zone (low risk). By using
SFOA method, risk level comparison of mechanical hazard is presented in Table 3.

Table 3. Risk level comparison

Process Mechanical hazard Initial Risk level New risk level
(Before retrofit) (After retrofit)
Loading Crush & impact Medium risk Low risk
Main process Crush & impact Medium risk Low risk
Offloading Crush & impact Medium risk Low risk
4.  Conclusion
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Established hazard simulator prove that risk level of established technology can be reduced
from high/medium risk to low risk by installing safety fence cover. This simple method can be
proliferated for risk assessment and risk reduction for any automation technology that hasn’t

been certified from safety point of view.

5.  Acknowledgement
Author would like to express sincere gratitude to Indonesian government, Kementerian
Pendidikan Tinggi, Sains, dan Teknologi (Kemdiktisaintek), for supporting this research activities,

especially for providing financial help in program Penelitian Dosen Pemula (PDP)

6. References

[1] A. Rojko, "Industry 4.0 Concept: Background and Overview," International Journal of
Interactive Mobile Technologies (iJIM), vol. 11, 2017.

[2] M. P. Groover, "Automation, Production Systems, and Computer-integrated
Manufacturing 2nd ed," Assembly Automation, vol. 22, no. 3, pp. 298-299, 2002.
[3] F. T. Sunmola and A. Javahernia, "Manufacturing process innovation deployment

readiness from an extended people, process, and technology framework viewpoint,"
Procedia Manufacturing, vol. 55, pp. 409-416, 2021.

[4] J. M. Rohani, M. F. Johari, W. H. W. Hamid, and H. Atan, "Development of direct to
indirect cost ratio of occupational accident for manufacturing industry," Jurnal Teknologi
(Sciences & Engineering), vol. 77, no. 1, 2015.

[5] (2024). Kecelakaan Kerja.

[6] S. Notoatmodjo, "Promosi kesehatan dan ilmu perilaku," Jakarta: rineka cipta, vol. 20, 2007.

[7] M. S. Denadai, S. R. Alouche, D. P. Valentim, and R. S. Padula, "An ergonomics
educational training program to prevent work-related musculoskeletal disorders to
novice and experienced workers in the poultry processing industry: A quasi-
experimental study," Applied Ergonomics, vol. 90, p. 103234, 2021/01/01/ 2021.

[8] M. F. Antwi-Afari et al, "A science mapping-based review of work-related
musculoskeletal disorders among construction workers," Journal of Safety Research, vol. 85,
pp. 114-128, 2023/06/01/ 2023.

[9] A. Nikulin and A. Romanov, "Control over the use of personal protective equipment by
employees, head protection," Ecology, Environment and Conservation, vol. 23, no. 1, pp. 384-
389, 2017.

[10] Y. Chinniah and R. Bourbonniere, "Automation safety," Prof Saf, vol. 51, no. 12, pp. 26-33,
2006.

[11] Y. Chinniah, B. Aucourt, and R. Bourbonniere, "Safety of industrial machinery in reduced
risk conditions," Safety Science, vol. 93, pp. 152-161, 2017/03/01/ 2017.

[12] K. Machmood and E. Shevtshenko, "Analysis of machine production processes by risk
assessment approach,” Journal of Machine Engineering, vol. 15, no. 1, pp. 112-124, 2015.

[13] J. M. Shutske, K. J. Sandner, and Z. Jamieson, "Risk assessment methods for autonomous
agricultural machines: A review of current practices and future needs," Applied
Engineering in Agriculture, vol. 39, no. 1, pp. 109-120, 2023.

599



[14]

[15]
[16]

[17]

[18]

[19]

[20]

[21]

[22]
[23]
[24]
[25]
[26]

[27]

[28]

[29]

© Nur Muhammad Malikul “ Adil%, Rian Dwi Aji Saputro?, Firdaus Ashari®

K. R. Laughery and M. S. Wogalter, "The safety hierarchy and its role in safety decisions,"
Advances in human factors, ergonomics and safety in manufacturing and service industries, pp.
1010-1016, 2010.

Safety of machinery — General principles for design — Risk assessment and risk reduction, 2010.
F.Basile, P. Chiacchio, and D. Gerbasio, "On the implementation of industrial automation
systems based on PLC," IEEE Transactions on Automation Science and Engineering, vol. 10,
no. 4, pp. 990-1003, 2012.

M. G. Hudedmani, R. M. Umayal, S. K. Kabberalli, and R. Hittalamani, "Programmable
logic controller (PLC) in automation," Advanced Journal of Graduate Research, vol. 2, no. 1,
pp- 37-45, 2017.

A. Al Fahim, M. M. Rahman, M. W. Hridoy, and K. R. Uddin, "Development of a PLC
Based Automation Cell for Industry," Journal of Integrated and Advanced Engineering (JIAE),
vol. 3, no. 2, pp. 87-100, 2023.

S. B. Mandlik, P. Abhishek, A. Aishwarya, and M. Anuja, "A automatic packaging
machine," International Journal of Scientific Research in Science, Engineering and Technology,
vol. 8, no. 3, pp. 342-347, 2021.

S. S. Vitharana, W. Madhumali, G. Herath, W. S. P. Fernando, and D. H. Marabedda,
"Design and Fabrication of an Automatic Ruler Printing Machine," 2020.

R. K. Marde, N. P. Khode, and K. N. Kate, "Design and Fabrication of Auto Loader and
Auto Catcher for Press Automation," INTERNATIONAL JOURNAL OF ENGINEERING
DEVELOPMENT AND RESEARCH, vol. 5, no. 2, pp. 1696-1699, 2017.

X. Zhang, H. Ju, D. Guo, and R. Liu, "Design of an auto-removing mechanism based on a
PLC control system," pp. 1293-1297: IEEE.

P. Ankit and M. R. Patra, "Designing and Fabrication of Automatic Cutting Machine,"
2015.

N. M. M. Adil and M. A. Kariem, "Numerical Study of Friction Behavior In Pneumatic
Seal Cylinder," ed: Mesin, 2019.

S. Oberer-Treitz, T. Dietz, and A. Verl, "Safety in industrial applications: From fixed
fences to direct interaction," in IEEE ISR 2013, 2013, pp. 1-4.

M. Zlatanski, P. Sommer, F. Zurfluh, and G. L. Madonna, "Radar sensor for fenceless
machine guarding and collaborative robotics," pp. 19-25: IEEE.

H. Lu and S. Serikawa, "Design of freely configurable safety light curtain using
hemispherical mirrors," IEE] Transactions on Electrical and Electronic Engineering, vol. 8, no.
S1, pp. S110-5111, 2013.

K. Ram, S. Aggarwal, R. Tamburo, S. Ancha, and S. Narasimhan, "Robot Safety
Monitoring using Programmable Light Curtains," arXiv preprint arXiv:2404.03556, 2024.
J. Zdénsky and M. Medvedik, "Performing safety functions to monitor the protected area
using a light curtain," 2019, pp. 1-6: IEEE.

600



